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Information about Identity Theft Protection

We recommend that you regularly review statements from your accounts and periodically obtain your credit report 
from one or more of the national credit reporting companies.  You may obtain a free copy of your credit report online 
at www.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by mailing an Annual Credit Report Request 
Form (available at www.annualcreditreport.com) to: Annual Credit Report Request Service, P.O. Box 105281, Atlanta, 
GA, 30348-5281.  You may also purchase a copy of your credit report by contacting one or more of the three nationwide 
consumer reporting agencies listed below.

Equifax: P.O. Box 740241, Atlanta, Georgia 30374-0241, 1-800-685-1111, www.equifax.com
Experian: P.O. Box 9532, Allen, TX 75013, 1-888-397-3742, www.experian.com
TransUnion: P.O. Box 1000, Chester, PA 19022, 1-800-888-4213, www.transunion.com

When you receive your credit reports, review them carefully. Look for accounts or creditor inquiries that you did not 
initiate or do not recognize. Look for information, such as home address and Social Security number, that is not 
accurate. If you see anything you do not understand, call the consumer reporting agency at the telephone number on 
the report.

We recommend you remain vigilant with respect to reviewing your account statements and credit reports, and promptly 
report any suspicious activity or suspected identity theft to us and to the proper law enforcement authorities, including 
local law enforcement, your state’s attorney general and/or the Federal Trade Commission (“FTC”).  You may contact 
the FTC or your state’s regulatory authority to obtain additional information about avoiding identity theft.

Federal Trade Commission, Consumer Response Center
600 Pennsylvania Avenue, NW, Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft

For Iowa Residents: You may contact law enforcement or the Iowa Attorney General’s Office to report suspected 
incidents of identity theft. This office can be reached at:

Office of the Attorney General of Iowa 
Hoover State Office Building,1305 E. Walnut Street, Des Moines, IA 50319, (515) 281-5164 
www.iowaattorneygeneral.gov

For residents of Maryland: You may also obtain information about preventing and avoiding identity theft from 
the Maryland Office of the Attorney General:

Maryland Office of the Attorney General, Consumer Protection Division
200 St. Paul Place, Baltimore, MD 21202, 1-888-743-0023, www.oag.state.md.us

For residents of Massachusetts: You also have the right to obtain a police report.

For residents of North Carolina: You may also obtain information about preventing and avoiding identity theft 
from the North Carolina Attorney General’s Office:

North Carolina Attorney General’s Office, Consumer Protection Division
9001 Mail Service Center, Raleigh, NC 27699-9001, 1-877-5-NO-SCAM, www.ncdoj.gov

For Oregon Residents:  You may report suspected identity theft to the Oregon Attorney General at:

Oregon Department of Justice 
1162 Court Street NE, Salem, OR 97301-4096, (877) 877-9392 (toll-free in Oregon), (503) 378-4400
http://www.doj.state.or.us
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For Rhode Island Residents: You have the right to obtain a police report and request a security freeze as 
described below. You also may obtain information about preventing and avoiding identity theft from the Rhode 
Island Office of the Attorney General at:

Rhode Island Office of the Attorney General, Consumer Protection Unit
150 South Main Street, Providence, RI 02903, (401)-274-4400 
http://www.riag.ri.gov

The next 2 paragraphs are regarding incidents involving personal health information.  Disregard if not 
applicable to your situation.

We recommend that you regularly review the explanation of benefits statement that you receive from your insurer.  If 
you see any service that you believe you did not receive, please contact your insurer at the number on the statement.  
If you do not receive regular explanation of benefits statements, contact your provider and request them to send such 
statements following the provision of services in your name or number.

You may want to order copies of your credit reports and check for any medical bills that you do not recognize.  If you 
find anything suspicious, call the consumer reporting agency at the phone number on the report. Keep a copy of this 
notice for your records in case of future problems with your medical records. You may also want to request a copy of 
your medical records from your provider, to serve as a baseline.  If you are a California resident, we suggest that you 
visit the web site of the California Office of Privacy Protection at www.privacy.ca.gov to find more information about 
your medical privacy.

Fraud Alerts: There are also two types of fraud alerts that you can place on your credit report to put your creditors on 
notice that you may be a victim of fraud: an initial alert and an extended alert.  You may ask that an initial fraud alert 
be placed on your credit report if you suspect you have been, or are about to be, a victim of identity theft.  An initial 
fraud alert stays on your credit report for at least one year.  You may have an extended alert placed on your credit 
report if you have already been a victim of identity theft with the appropriate documentary proof.  An extended fraud 
alert stays on your credit report for seven years.  You can place a fraud alert on your credit report by calling the toll-
free fraud number of any of the three nationwide consumer reporting agencies listed below.

Equifax: 1-888-766-0008, www.equifax.com  
Experian: 1-888-397-3742, www.experian.com
TransUnion: 1-800-680-7289, fraud.transunion.com

Security Freezes: You may wish to place a “security freeze” (also known as a “credit freeze”) on your credit file. A 
security freeze is designed to prevent potential creditors from accessing your credit file at the consumer reporting 
agencies without your consent. Unlike a fraud alert, you must place a security freeze on your credit file at each 
consumer reporting agency individually. For more information on security freezes, you may contact the three 
nationwide consumer reporting agencies or the FTC as described above. 

The consumer reporting agencies may require proper identification prior to honoring your request.  For example, you 
may be asked to provide:

 Your full name with middle initial and generation (such as Jr., Sr., II, III)
 Your Social Security number
 Your date of birth
 Addresses where you have lived over the past five years
 A legible copy of a government-issued identification card (such as a state driver’s license or military ID card) 
 Proof of your current residential address (such as a current utility bill or account statement)

For New Mexico Residents.  You have rights under the federal Fair Credit Reporting Act (“FCRA”). These include, 
among others, the right to know what is in your file; to dispute incomplete or inaccurate information; and to have 
consumer reporting agencies correct or delete inaccurate, incomplete, or unverifiable information. For more 
information about the FCRA, please visit https://www.consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-act.pdf 
or www.ftc.gov.




